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TpyAa

Masnopapckas obnacte / r. NaBnogap
CeBepHas NPOM30Ha

JOo/HKHOCTHble 00A3aHHOCTMU. BbLINOHAET MeponpuaTUs rno
obecneyvyeHunto 6e30nacHOCTN MHOPMALIUK B KJTIOYEBBIX CUCTEMAX
WHOPMaLMOHHON MHPACTPYKTYpLl. OnpenenseT BO3MOXHbIe
yrpo3bl 6e30nacHOCTY MHGOPMaLUK, YI3BMMOCTb MPOrPaMMHOIo U
annapaTHoro obecneyvyeHuns, paspabaTbiBaeT TEXHONOIMNN
0bHapy>XeHNSA BTOP>KEHUS, OLLEHMBAET U NEPEOLIEHNBAET PUCKMN,
CBSA3aHHbIE C YrpO3aMun [EeCTPYKTUBHbIX MH(POPMaLMOHHbIX
BO34ENCTBUN, CNOCOBHBIX HaHeCcTn yuwepb cuctemam 1 ceTam
BC/IeACTBUE HECAHKLMOHNPOBAHHOIO AOCTYMNa, NCNOJIb30BaHUS
PacKpbITUS, MOONMDUKALNN NN YHUHTOXXEHUSA MHopMaLn n
pecypcoB UH(pOpMaUVMOHHO-yNpasasaWwmx cuctem. OnpegenseTt
OorpaHMYeHns No BBoL4Y MHoOpMaLumK, NMpoueaypbl ynpaBieHns
nHUMAEeHTaMun HapyleHna 6e3onacHOCTM U NpefoTBpallaeT nx
pa3BUTUE, MOPALOK MOAKIOYEHNSA K OTKPbLITbIM NHHPOPMaLMOHHbIM
cucTemaM C yyeTom obecneyeHnsa 6e3onacHOCTU, CBA3AaHHON C
corsaleHnaMm o AoCcTyne n npuopuTesaumnm pecypcos, TpeboBaHus
K MecTaM pe3epBHOro xpaHeHus, 06paboTkn n konmpoBaHus
nHdopMaLmn, NPUOPUTETLI 06CNY>KMBAHUS NO NCMOJIb30BaHNIO
OCHOBHbIX W pe€3epPBHbIX TEIEKOMMYHNKALMOHHbLIX CEPBUNCOB (yCyr).
Pa3zpabaTbiBaeT npouenypbl 3alnUTbl HOCUTENEN MHOPMaLUK,
KOMMYHUKALWA 1 BOCCTaHOBJIEHNS MHPOPMaLMOHHO-YMPaBASOLWMX
cuctem nocne cboa nnm otkasa. OCyLLeCTBASET KOHTPOJIb
neaTenbHOCTU Mo obecnevyeHunto 6e€3onacHOCTM MHGOPMaLnn B
KJII04EBbIX CMCTEMaX MHPOPMaLMOHHOM MHDPACTPYKTYPbI;
NHMOPMaLMOHHOE, MaTepPUNaJIbHO-TEXHNYECKOE N HAaY4HO-
TexHunyeckoe obecneyeHne 6e3o0nacHOCTN MHOPMaLNK; KOHTPOJIb
cocTosaHua paboTt no obecnevyeHuto 6ezonacHOCTN NHGOpMaL K B
KJII04EBbIX CMCTEMaX MH(POPMaLMOHHOM MHMPACTPYKTYpPbl U NX
COOTBETCTBME HOPMATMBHbLIM NMPaBoBbIM akTaM PK. [laeT O0T3bIBbI U
3aKJII0YEHUS Ha NPOEKTblI BHOBb CO3aBaeMbIX N MOAEPHU3NPYEMbIX
06bekTOB U gpyrux paspaboTok no sonpocam obecneyeHuns
6e30macHOCTM UHpOopMaLMKM B KJIHOYEBbLIX CUCTEMax
NHMOPMaLMOHHON NHPPACTPYKTYpPbl. YHacTBYET B paCCMOTPEHUN
TEeXHUYECKMX 3aaHUIA Ha Hay4YHO-NCCefoBaTeIbCKME U OMbITHO-
KOHCTPYKTOPCKMe paboTbl No obecrnevyeHuto 6e3onacHOCTH
WHOPMaLNKM B KJIKOYEBbIX CUCTEMAX MH(POPMaLIMOHHOWN
MHPaCTPYKTYpPbl, OLLEHNBAET MX COOTBETCTBME AENCTBYIOLLNM
HOPMaTUBHbLIM N METOANYECKMM AOKYMEHTaM. Y4acTByeT B paboTax
Mo BHEAPEHMIO HOBbIX CPEeACTB TEXHUYECKON 3aWwmnThl HoOpMaLmu.
CopencreyeT pacnpoCcTpaHEeHWo B OpraHnu3aunm nepenoBoro onbita
N BHEAPEHWUIO COBPEMEHHbIX OPraHM3aLNOHHO-TEXHUYECKUX MEp,
cpeancTB n cnocobos obecneyeHnsa 6esonacHOCTM MHGOPMaLUN B
KJIIO4EBbIX CUCTEMaX UHHOPMaLMOHHON NHDPACTPYKTYPbI.
MpoBOANT OLEHKU TEXHUKO-IKOHOMMNYECKOr0 YPOBHSA U
3(hheKTUBHOCTM NpeanaraemMbixX N peannsyemMbix OpraHnU3aLMoHHO-
TEeXHNYECKMX pelleHnn no obecneyeHunio 6esonacHoOCTH
NHMOPMaLMN B KJIKOYEBLIX CUCTEMaxX NMHPOPMALIMIOHHON
NHpacTpyKTypbl. PazpabaTbiBaeT cCNUCKK [OCTYyNa NnepcoHasa Ha
06beKTbl 3aLWNThI, MOPALOK M MpaBuia nosefeHns paboTHMKOB, B
TOM 4uCse NPU NX MepeMeLleHnn, YBOJIbHEHUM U B3aUMOAENCTBUN C
NepcoHasioM CTOPOHHUX opraHmn3auunin. OCyLecTBASET PyKOBOLCTBO



n oby4yeHne nepcoHana OENCTBUSAM B KPU3NCHbBIX CUTYyaLUAX,
BKJIOYAs MOPSAOOK OENCTBUN PYKOBOOALWMNX N APYIrUX
OTBETCTBEHHbIX JINL, KJIFOYEBbLIX CUCTEM NHPOPMALIMOHHON
NH(PACTPYKTYPHbI.

HacTpolika 1 ynpaBneHne nogcncremamm 6esonacHocTu;

YnpaBneHne nHumngeHtamm 6esonacHocTu;

HacTpolika 1 ynpaBaeHne KOMMyTaLMOHHbIM 060pynOBaHMEM;

HanvcaHmne ckpynToB ONTUMU3ALMM YIPaBAeHNA CUCTEMaMU
6e3omnacHoCTK;

YnpaBneHne MHPPaCTPYKTYpOWn NpeaocTaBsieHNns OCTYMNOB;

AHann3 noroe-ansioB N XXypHanoB cobbITUNR;

Y4yacTune B conposoxaeHun IT-nHppacTpyKTypbl 3aKasvunka:
obecneyvyeHne NHHOPMaLMOHHOM Be30MacHOCTM U 3aWnThI
MepCOHasIbHbIX AaHHbIX;

MOHUTOPUHI N KOHTPOJIb PYHKLMOHNPOBaHUSA CPEACTB
obecneyveHnsa Ub;

Mopnep>xka paboTocnocobHOCTU, aAMUHUCTPUPOBAHME 1
obecnevyeHune becnepebonHom paboThbl CrieUnanbHbIX CPEeACTB
3aWKnTbl MHpopMaLmu;

BHeceHne n3MmeHeHUn B HACTPONKK cpeacTB obecnevyeHuns
6e30nacHOro MeXxceTeBoro B3aMmMoaencTems npm obHapy>xeHnm
Npu3HaKoB aTakn Ha BC;

KOHTpO/Ib HEWTaTHON aKTUBHOCTU BHYTPEHHUX
nonb3osaTtenen BC;

AHann3 nHungeHToB b n nx peweHwne;

MpoBeneHne ayanToB, NOArOTOBKa OpraHU3aLMOHHO-
pacnopsaanTenbHon AOKyMeHTauun n ot4yetos no Ub.

Jon>xeH 3HaTb: 3aKOHbI N MHblE HOPMATUBHbIE MPABOBbIE aKThl
Pecnybnnku KasaxcTtaH, peryampytowme oTHOWEHNSA, CBA3aHHbIE C
3alUNTON rocyaapCTBEHHOMN TaHbl U UHOW MHbopMaLmK
OrpaHNYEeHHOro 4oCTyna; HOpMaTUBHbIE U MeToAMnYecKme
OOKYMeHTbl M0 BONpocaM, CBA3aHHbIM C obecneyeHnem
6e30macHOCTM UHopMaLmn; CTPYKTYpPY ynpaBsieHns, CBA3M U
aBTOMaTU3aLMN N OCHOBHbIE 3/1IEMEHThI KJII0YEBOWN CUCTEMBI
NHMOPMaLMOHHON NHMPACTPYKTYpPbl OPraHn3aumnm; NoACNCTEMBbI
pa3rpaHnUyYeHns JocTyna, nogcucrtemMmeol 0bHapy>XeHuns aTak,
NOACUCTEMbI 3alWMThl OT NMpefHaMepPEeHHbIX BO3AENCTBUINA, KOHTPOJIS
LLesIOCTHOCTU UHOopMaLnK; NOPAAOK CO34aHUA 3allMLLEHHOro
KaHajla MeXay B3aMMOoAeNnCTBYIOWMMM 0bbekTaMn Yepes cuctemy
obuiero nosb3oBaHUA C UCMOJIb30BaHWEM BblAEJIEHHbIX KaHa10B
CBSA3U; MOPAAOK OCYLLECTBAEHUS ayTEeHTUUKaumu
B3aMMOOENCTBYIOLLNX 06 bEKTOB U MPOBEPKM MOOJINHHOCTH
OTMNpaBMTENS 1 LLEeNIOCTHOCTW, NepefaBaeMbiX Yepes cuctemy
obuiero nosib3oBaHUA AaHHbIX; OCHALLEHHOCTb OpraHu3aumu
OCHOBHbIMUN 1 BCMOMOraTe/bHbIMU TEXHUYECKUMUN CPEeACTBAMU n
cucTemMamu, NepcnekTUBbl NX PasBUTUS N MOAEPHU3ALNN;
nepcneKkTUBbLl N HanNpaBieHNa pa3BUTUA METOLOB U CPencTB
TEXHMUYECKMX U NpOorpaMMHo-anmnapaTHbIX CPeACTB 3allNThbI
nHopMaLn OT LECTPYKTUBHbBIX MH(POPMaALMOHHbLIX BO3OENCTBUNA;
NOpPSAAOK MPOEKTUPOBaHNA N aTTecTaun o6 bekToB
MHGOPMaTU3aLNN; KOHTPOJIb 3PPNEKTUBHOCTU 3alLUTbl MHOopMaLn
Ha obbekTax MHopMaTU3aLMK; MOPALOK OCYLLECTBAEHUA KOHTPOS
NCMOJIb30BaHUA OTKPbLITbIX KaHaJI0B PagMOCBA3U; METOLAbI U
CpeAncTBa BbiABAEHNSA Yyrpo3 6e30nacHOCTU MHopMaUnmn, METOANKN
BbISIBJIEHNSA KaHaAJIOB yTEYKN MHOPMaLUK; MeTOAbI MPOoBeAeHNS
Hay4HbIX nccnenoBaHuin, pa3paboTok N0 TEXHUYECKOWN 3alunTe
nHopMaLmn; NOpALOK 06CNef0BaHNS KIHOYEBLIX CUCTEM
NHMOPMaLMOHHON UHPPACTPYKTYpPbl, COCTaBNEHUS aKTOB NPOBEPKMU,
MPOTOKOJIOB NCMAbITaHNIN, NPeanMCcaHnUin Ha NPaBo 3KCryaTauum
cneumanbHbiX cpeacTs obecnevyeHms 6e3onacHOCTU NHGBOPMaLKUK, a
TakK>Xe MOJIOXKEHUN, MHCTPYKLUN N OPYFUX OpraHn3auMoHHO-
pacnopsaanTesibHbIX LOKYMEHTOB; NOJIHOMO4YUA MO BOMNpocam
obecneyvyeHnsa 6e3onacHOCTU MHGOPMaL N, BOSMOXHOCTU 1 MOPALOK
NPUMEHEHUNS WTaTHbLIX TEXHNYECKNX cpencTs obecneyeHuns
6e30MacHOCTM UHopMaLN N KOHTPOISA UX 3hHEKTUBHOCTN;
MeTOObl aHa/In3a pe3yJsibTaTOB NPOBEPOK, yHeTa HapyLUEeHUN
TpeboBaHum no obecneyvyeHumto 6e3onacHOCTM nHGOpMaLmu;
MEeTOOMKY MOAFOTOBKW NPenJsioXXeHnn, MeToabl N CpeacTBa



KonnyecTBo BakaHCuM

TpeboBaHMuA K couckaTesnio

CTtaxx no cneymanbHOCTU
MpodeccnoHasibHble HaBbIKU

YpoBeHb obpa3oBaHus
JIndyHble KavyecTBa

UHcdopmauusa o npepnpuaTum

KonunyecTtBo paboTHUKOB
KoHTaKTHoe nuuo
PervoH npegnpuatus
Anpec npegnpuaTtus

BbIMOJIHEHUS BbIYUC/INTENBbHBIX paboT B MHTepecax NniaaHNpPOBaHUS,
opraHmsauum n nposeneHus pabot no obecnevyeHuo 6ezonacHoOCTH
nHpopMaumm n obecneyeHno rocyJapCTBEHHOM TaliHbl;
OOCTUIXXEHUS HAYKM U TEXHUKN B CTpaHe u 3a pybexxom B obnactu
TEXHWNYECKONM pa3BeaKN 1 3aLlUnTbl MHOPMaLUNK; METOAbI OLLEHKN
npoceccnoHa bHOro YPOBHSA, aTTecTauum cneunaancTos no
obecneyvyeHunto 6ezonacHOCTN MHPOPMALMN; OCHOBBbI
3aKoHoOaTenbCTBa 0 Tpyae Pecnybnmnkm KasaxcTaH; npaBuna
6e30macHOCTM 1 oXpaHbl Tpyda 1 TpeboBaHUS NOXKapHON
6e3omacHoCTK.
TpeboBaHua K KBanudukaumm: cneymaimct no MHGoOpMaLNoOHHON
6e3onacHoCcTn | KaTeropum: BbiclLee (M NOCSIEBY30BCKOE)
obpa3oBaHMe MO COOTBETCTBYHOLEN CNELNANbHOCTU N CTaXk paboThl
B AOJKHOCTU cneuunanncta no obecneyveHunto 6esonacHoCTy
WHGOPMaLNKM B KJIKOYEBbIX CUCTEMAX MH(POPMaLIMOHHOWN
MHGpPaCTPYKTYpbl Il KaTeropun He MeHee 2 neT.
Cneunanuct no nHhopmaumoHHon 6e3onacHocTn Il kKaTeropuu:
BbiCLLEe (MM NocsieBy30BCKOe) obpa3oBaHMe MO COOTBETCTBYOLLEN
cneumanbHOCTU U cTaX paboTbl B AO/HKHOCTY cheunanucTa no
obecneyvyeHunto 6e30nacHOCTN MHOPMALIUK B KJTIOYEBBIX CUCTEMAX
WHOPMaLMOHHON MHPACTPYKTYpLl 6€3 KaTeropnm He MeHee 3 ner.
CrneunanucT no nHpopmaumoHHon 6e3onacHOCTY: BiCclee (Man
rnocsieBy3oBckoe) obpa3oBaHmMe NO COOTBETCTRYIOLLEN
cneuymanbHocTn 6e3 npegbasneHns TpeboBaHNs K CTaxy.

3HaHMe NPUHLMNOB NOCTPOEHNA N PYHKLNOHMUPOBAHNSA CeTen
N NpoTokosioB cteka TCP/IP;

3HaHune mopenu ISO/OSI;

MoHMMaHMe NPUHLMNOB KOMIMbIOTEPHON N CETEBON
6e3zonacHocTn, 6e3onacHOCTU web- MPUNOXKEeHUN;

3HaHune NpunHUMnoB paboTbl cpencTs obecneyeHuns
6e3onacHoCTn (KoprnopaTuBHbIe aHTUBMPYCbl, WAF, cncrtemsl
0bHapy>XeHNS BTOPXKEHUI U T.4.);

Windows un Linux Ha ypoBHe agMUHNCTPATOpPa;

OnbIT aBTOMaTM3auunm (bash, perl, python);

OnbIT NpoBeAEeHNA aHaNM3a 3alMLWLEHHOCTH;

MpodeccmnoHanbHbie 3HAHNA UCMOJIb3YEMOro B
MHppacTpykType pabotonaTtens npodunbHoro MO (oT
KOpnopaTuBHbIX aHTUBMpYcoB Ao DLP/IDS/IPS/SIEM n T.4).
3apaboTHas nnaTa No AOroBOPEeHHOCTU Npu cobecenoBaHum.

1

2ropa

pa3suTue NT-obopynoBaHns;

nMpoBepKa NevyaTHbIX NiaT;

CTl;

IP-TenecoHuns;

0bpaboTka oNTUYECKUX OaHHbIX;

BbiCLLEE

MS Outlook;

Internet Explorer;

NH(MOPMaLMOHHbIE CUCTEMbI YPAaBJ/IEHUS;
nporpamMmMHoe obecnevyeHune gns yrnpaBsieHUsS NEePCOHasioM 1 pacyeTa
3apaboTHOM NNaThl;

nporpamMmbl gns ohUCHON CBA3N;

463

CanBokacoBa N'ynbHapa XKaKCblbIKOBHa
Masnopapckas obnacte / r. NaBnonap
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