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UHdopmMmaumnsa o BakaHCUMU

PernoH
MecTo paboThl
[oXKHOCTHble 0653aHHOCTU

KonnyecTBo BakaHCUIA
TpeboBaHua K couckaTesnio

CTaxx no cneymanbHOCTU

BakaHcuns pencteutenbHa ¢ 04.03.2020 no 04.04.2020

NH>xeHep no 3awute nHpopmauum
MeHepxep uHpopMmauuoHHon u pusmyeckoun 6esonacHoOCTU

IT, TeneKoMMyHUKaLumn, CBA3b, dJIEKTPOHUKaA /
MucopmauuoHHan 6e3onacHocTb (KubepbesonacHoOCTb)

Mpennpuatne: AKunoHepHoe obuiectBo "Mcnamckuim bank "Al Hilal"
OnnaTta Tpyga: ot 350 000 go 350 000 TeHre

MonHbI pabo4nin feHb, NOCTOAHHasA paboTa, HOpMasbHbIE YCI0BUSA
Tpyha

r. AnmaThbl / Meneyckunm panoH
Anb ®apabun 77/7
TpeboBaHMA K KaHAMAATY:

BbiCcLLee npoduibHOe obpa3oBaHue B chepe NMHPOPMALMOHHbIX
TEXHONOrnm u/unmn onbiT paboTel B chepe NHHOOPMALMOHHON
6e3omnacHocTu (panee - Ub) He MeHee 3-x neT.:

Ctek npoTokonos TCP/IP;

3HaTb apXUTEKTYPY W MPUHLMUIMBI MOCTPOEHNA KOPMOPaTUBHOMN
WHOPMaLNOHHON CeTu;

MpaBuna 3almnThl NepnMeTpa KOMMbIOTEPHOW CEeTU opraHmn3auunu;
OnbIT KOHPUIYPUPOBAHNA CETEBLIX YCTPOMCTB, TakuX Kak firewalls n
proxies (>xenaTtenbHo Cisco ASA, Fortinet, PaloAlto, Barracuda WAF);
OnbIT HAaCTPOMNKN N KOHPUrypupoBaHus kaHanos VPN;
YKenaTtenbHO HanM4me MeXxaAyHapoaHbIX N MPU3HaHHbIX
cepTugukaTos no Ub;

3HaTb HOPMaTUBHbIE AOKYMeHTbl HauunoHanbHoro baHka PK,
oTHocsawmecs K Ub;

TexHu4eckune cpencTsBa 3allnThl MHOpMaL UK, MeTodbl N CpeacTBa
KOHTPOA OXPaHAEMbIX AAaHHbIX, BbIAB/IEHNS KaHaI0B YTEYKM
nHdopMaumn, nocnegHne TeHAEHUNN Ha pPbiIHKe TexHosorunm Ub.
AHINMNCKMIA A3bIK Ha YpoBHe Intermediate.

OT/NINYHbIE HAaBbIKM KOMMYHUKaLWN;

AHanusunpoBaTb npobnembl T nHppacTpyKTypbl 1 NpeanaraTb
peLueHuns.

CnocobHOCTb K BLICTPOMY NEPEKIIOYEHNIO BHUMAHUS C OAHON
3aja4n Ha gpyryio;

OTBETCTBEHHOCTb, UCMONHUTESNIBHOCTb.

DyHKUMOHaIbHblE 06A3aHHOCTN:

BHeOpeHne yTBep)XAeHHOM MoNNTNUKM NHHOPMaLMOHHON
6e3omacHoCTK;

KOH(UIypaLus ceTeBbIX YCTPONCTB, obecrnevymBaroLLnX 3aWnTy
KoMMbloTEPHON ceTn baHka, a nmeHHo firewalls, proxy servers,
reverse proxies, web application firewalls, routers;
B3aMMOOENCTBME C TENIEKOMMYHUKALMOHHbLIMU MpoBangepaMmu no
HacTporike VPN KaHanoB CBA3U;

yCTaHOBKa nocsegHux obHOBAEHNN NakKeToB NMHPOPMALMOHHON
6e30nacHOCTUN Ha ceTeBbIX YCTPONCTBAX NepmMMeTpa KOprnopaTUBHON
ceTn baHka (06HOBEHMS ONEpPaLNOHHBLIX CUCTEM, LNGPOBbLIX
noanncen, CepTUPUKaATOB 1 T.M.), @ TaKXXe KOHTPOJIb 06HOBAEHUI
nporpaMMHoro obecneyeHuns, yCTaHOB/IEHHOIO Ha cepBepax n
pabounx ctaHumax baHka;

obecneyeHune umsmnyeckon besonacHocTn baHka;
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lMpodeccnoHabHble HAaBbIKN

YpoBeHb 0bpa3oBaHUA
JIndyHble Ka4vyecTBa

NHcpopMaumus o npeanpuaTum

KonnyecTBo paboTHNKOB
CeeneHuns o NpeanpusaTun

KoHTaKTHoe nuuo
PervoH npegnpuatus
Anpec npegnpuaTtus

AOMUHUCTPUPOBaHNE CETK;
Mmonenb OSI;

MOHUTOPUHI N OMNAarHOCTUKa CeTu;
obpaboTka ownbok ceTu;
onTUMMU3aLNN CETU;

ceTeBas 6€30MacHOCTb;

CceTeBOE MiaHNpoBaHMe;

BbICLLEE

Oracle;
BHeOpeHMe CTaHOapTOB;
3aaTKN TNOepcTBa;

123

O BaHke

AO «Ucnamckui baHk «Al Hilal» (6ank Al Hilal) - nepBbii
ncnamckmm 6aHk B KaszaxcTtaHe v CHIT, co3gaHHbin B 2010 rogy no
cornaweHuto MpasntenbcTB Pecnybnmnkun KasaxctaH n OAD C uenbio
npenocTaB/ieHN MHHOBALMOHHbLIX 6aHKOBCKNX MPOAYKTOB U YyCyr B
COOTBETCTBUM C NpaBuaamMm n npuHumnamu WapunaTa.

B mae 2019 roga 6aHk Al Hilal cTan 4acTbto 0AHOW N3 KPYMHENLLNX
6aHkoBckux rpynn B OA3 - rpynnsl ADCB (Abu Dhabi Commercial
Bank), Ma>xopuTapHbIM aKLLIMOHEPOM KOTOPOU ABISeTCH
NHBecTuunoHHbIN coBeT Aby-[labn (MHBECTULMOHHOE
noapasneneHue MNMpasutenbcTea Aby-abn).

Mpynna ADCB ny6an4HO INCTUHryeTCs Ha hoHaoBon 6upxe Aby-
[0abun 1 nmeeT BbICOKNIN KpeauTHbIN penTuHr: A+oT Fitch Ratings

n A ot Standard & Poors.

MN3HavanbHO BaHk Al Hilal B KazaxcTaHe 6bis1 cocpefoTo4YeH Ha
KOprnopaTMBHOM CEKTOpE, NpenoCcTaBsas ncaaMmckme pnHaHCcoBble
peLeHns ona yooBsaeTBOpeHNa NoTpebHOCTen KPyNMHOro n cpeaHero
busHeca.

B 2017 roay nocne 7 net ycnewHomn paboTbl C KOPNopaTUBHLIMU
KAMeHTaMu baHK 3anyCcTui po3Hu4yHoe HamnpasaeHue busHeca. U Ha
OAHHbIA MOMEHT NpefoCcTaB/sSeT NOJIHbIA cnekTp 6aHKOBCKUX
MPOAYKTOB 1 YCNYr: TeKyLme cHeTa, 4eno3uThl, MPOAYKThI
hnHaHCKMpOBaHMSA, pacy4eTHO-KaccoBoe 0bCyKnBaHume,
Ka3Havenckue ycnyru n T7.4. 4epes uavaisl B ropogax AamaTsl,
Hyp-CyntaH n LUbIMKEHT.

Kapbepa

Mbl MOHMMaEM BaXXHOCTb KOMaHAbl MpPo)eCCMOHaNIoB CBOEro aena,
4yTob6bI NpeanaraTh Ay4ylne NPOAYKThl U 06CAYXNBAHNE HALLNM
KJIMeHTaM.

Mo3TOMy NOCTOSIHHO HaxO04MMCS B MOUCKE TaJlaHTOB, KOTOpbIe
pasaensaioT Halle BUAEeHME N XOTAT pa3BMBaTbLCA BMecTe C HaMu.
Mbl NpMBETCTBYEM UOEN, MHHOBALUK, JTyHLLINE MPaAKTUKN,
MOCTOSSHHOE COBEepLLUEHCTBOBAHNE U pa3BUTHE.

Ecnv Bbl XOTUTe CTaTb YaCTbio HaWen KOMaHbl, NPUCbLIJIaNTE CBOE
pes3tomMe Ha 3NeKTpoHHbIN agpec hr@alhilalbank.kz

Kak c HaMu cBA3aTbCA

AO «Ucnamckuu baHk «Al Hilal»

AnmMaTtsbl

Appec: r. AnmaTel, 050040, np. Anb-®apabwu, 77/7, bL, «Esentai
Tower»

Ten: +7 (727) 233 00 00

CauTt: www.alhilalbank.kz

Call-uenTp: +7 (727) 233 00 00; 2330 (6becnnaTHO C MOBUNBbHbIX
HoMepoB No KasaxcTaHy)

Al Hilal Bank
r. AnmaTbl / r. AnMaTsbl
In-®apabu Oanfeinel 77/7



