Boc »XyMbIc opHbl 10.12.2018 6acTtan 17.12.2018 geniH >xapaMabl

enBeK

DKOHOMMUCT-aHAJIMTUK
PCN IT Technical Analyst

KoHcanTuHr, ctpaTteruansik pamy / Tanpgay

KacinopblH: ToBapuLWECTBO C OrpaHNYE€HHOW OTBETCTBEHHOCThLIO "®eHUKC
MHTepHewHn Pecopcun3 Kacnnan"

EH6ekakbl: 300 000 TeHreneH 6actan

BaxTanblK 34ic, TypakTbl XXyMbIC, eHbBeK afganbl KanbinTbl

Boc )XyMbIC OpPbIH
Typanbl aknapaTrap

AnMak ATbipay 065bICbl / XKbIIbIOW ayfaHbl
>KyMbIC OpHblI Tengiz 28/28

NayasbiMabIK MiHOeTI 4 years’ experience with industrial control systems at large oil and gas facilities
Hands-on cyber security acceptance testing or auditing of industrial control systems
Hands-on hardening of operating systems, network devices and applications
Experience troubleshooting network protocols used within PCNs
Experience in assessing the compliance rating and oil and gas facility risk with
knowledge of security threat level, product vulnerabilities and security design
Experience in determining that a component or design cannot achieve or maintain
full IP/IRM compliance
Experience in developing the justification and implementation of compensating
technical, physical and administrative controls to reduce risk to acceptable levels
Hands-on experience with security configurations and assessments of major brand
Distributed Control System (DCS) and PLC vendor products
Hands-on experience with installing, configuring, optimizing and utilizing security
monitoring, management and reporting technologies, such as firewalls, logging,
intrusion detection, vulnerability, anti-virus, data recovery, and patch mgmt.
systems
Experience using security assessment and discovery tools in a PCN environment
Experience working within large scale oil and gas expansion project environments
Experience working with an international staff of foreign expats and contractors
Experience or willingness to work in a remote closed camp environment with
dormitory style living quarters, 12 hour work days in a 28x28 day rotation.
Intermediate level of English language reading, writing and verbal communications
Certified Information Systems Security Professional (CISSP), Global Industrial Cyber
Security Professional (GICSP) or similar

Boc >XyMbIC opbiHOap 1
CaHbl
XKyMmbIc ispeyulire
TananTtap

MamMaHAObIK 60MbIHLWAE 4 Kbl
oTini
Kacibu pafobinap ecentey maTemMaTuKachl;
norunka (MatemaTuka);
MaTeMaTuKasblK Tanaay;
CTOXAaCTUKTINIK (bIKkTUMangblfblH ecenTey);
cunaTTaMa CTaTUCTUKAChI;

binim peHreni >xofapsbl
MeHrepreH Tingepi Kasak - xofapbl neHren

Opblc - xxofapbl geHren
AfbINIWbIH - OpTalla AeHren

XKeke KacneTi aHanUTUKasbIK onay;

XKanbl TeEXHUKaNbIK gafgbinap;
XKYMbIC OPTacblH TYCiHY;
nikiprTanac;
TeXHUKaNbIK TYCiHIK;
K3Cibn spicTepai kongany;

KacinopbliH Typanbl

aknapartTap

Kbi3MeTkepJsiep caHbl 2600



KacinopbiH TypaJbl
aknapat

BannanbicTafbl Tynfa
K3cCinopbIHHbIH
anmafbl
K3CinopbIHHbIH
MEeKeH->Kalbl

Hanm n nogbop nepcoHana

lybawes Makcum
ATbipay 06nbICbl / ATbIpay K.

KaHbill CaTbaeB koweci 176



